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Please feel free to review any of the previous webinars:  

Wed, January 24, 2018
The Patient EcoSystem – Gaining a Human Perspective on the Impact of 
Disease – Sheila Mott

Wed, February 7, 2018
The Good, the Bad, and the Ugly: A Practical Guide to Real-World Data–
Tom Haskell

Wed, February 21, 2018
Integrating Real-World Data - How to Assess the Value – Tom Haskell



+ The healthcare industry’s focus on 
patient centricity 

+ Patient insights through a variety of 
channels – from healthcare providers, 
from the patients themselves and from 
biometric data, etc. 

Protecting patient privacy
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+ Challenge of Protecting patients’ 
privacy: 
+ the copious amount of data being 

collected; 
+ the difficulty in keeping patient 

data absolutely anonymous at all 
times; 

+ the possibility of discovering 
patient information that the patients 
themselves are unaware of, such as 
from genomic sequencing; 

+ the industry as a whole working on 
innovations that will change 
diagnosis, treatment and resource 
allocation that will be a potential 
minefield for privacy regulations. 

+ The healthcare industry rules on 
patients’ privacy and healthcare 
information.
+ EU General Data Protection 

Regulation (GDPR), 
+ U.S. patients are covered by the 

Health Insurance Portability and 
Accountability Act (HIPAA), 

+ most countries - healthcare 
information are sensitive or special 
category
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Global Privacy Regulatory Landscape in 2001
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Global Privacy Regulatory Landscape in 2018
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GDPR
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What is GDPR?

Reference: http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=consil:ST_5419_2016_INIT

European Parliament approved formal 
adaptation of General Data Protection 
Regulation (GDPR) on 14th of April 
2016.  GDPR aims to give citizens 
back control of their personal data and 
create a high, uniform level of data 
protection across the EU fit for the 
digital era. Will be effective from 25th of 
May 2018

+ GDPR has 173 recitals (introductory statements) and 99 articles in 260 pages 
in the English version, and is available in the 24 official languages of Europe. 

+ GDPR is a regulation on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data and 
repeals Directive 95/46/EC. 

+ GDPR will impose new obligations on organizations that process the personal 
data of European Union residents. It is a general regulation designed to give 
citizens more control over their own private information in a digitized world of 
smartphones, social media, internet banking and global transfers, and also 
sets minimum standards on use of data for policing and judicial purposes.



General Data Protection Regulations Headlines

1st over hall of European Data 
Protection for 20yrs

Replaces and repeals EU Directive 
95/46/EU

Applies in ALL member states –
replaces country laws & regulations

In statute now enforced May 2018



General Data Protection Regulations Headlines

World wide 
Scope 
Will apply to any 
controller who 
processes 
personal data 
from the EU 
irrespective of 
location

Enhanced 
Rights 
New rules on 
consent, access 
rights, right to be 
forgotten and 
profiling

Increased 
Obligations 
Data Protection 
Impact 
Assessments, 
Data Privacy 
officer, Breach 
notifications…

Multilateral 
Protection
Data Protection 
Board a new lead 
authority model 
to deal with 
transnational 
cases

Serious 
Sanctions
Maximum fines 
4% of Global 
Turnover



10 Key Changes in GDPR

1. Data Protection Officers

2. Explicit Consent and Lawful Processing

3. Data Protection Impact Assessments

4. Data Breach Notification

5. Data Access & Portability

6. Data Profiling

7. Research Exceptions

8. Right to be forgotten

9. Data Transfers 

10.Privacy by Design and Default



Scope

GDPR aims to protect all individual EU residents; 
hence, all data controllers and processors offering 
goods or services (irrespective of payment) or 
monitoring EU residents’ behavior (e.g., tracking on 
the internet for profiling) are within the scope, not just 
those with establishments or use of equipment in 
the EU. 

Non-EU controllers/processors may be subject to 
GDPR 



Patient healthcare data in GDPR

+ While research in general enjoys the 
wider acceptance of GDPR, 
research involving healthcare data 
still needs explicit consent. 

+ Healthcare data is in the “special 
categories of personal data”, 
which “revealing racial or ethnic 
origin, political opinions, religious or 
philosophical beliefs, or trade union 
membership, and the processing of 
genetic data, biometric data for the 
purpose of uniquely identifying a 
natural person, data concerning 
health or data concerning a natural 
person's sex life or sexual 
orientation shall be prohibited.” 
(Article 9)”.

+ Processing sensitive data is 
forbidden unless the data subject 
provides “explicit consent” or it is 
made public by the data subject.  
However, a controller MAY also 
process sensitive data for research 
purposes, where data was 
originally collected with consent; 
processing is necessary for 
research purposes; it is based on a 
member state law which is 
proportionate to the aim (e.g. 
public interest); respects the 
essence of the right to data 
protection, and provides “suitable 
safeguards”. (Article 9(2)(j))

+ Sensitive data may also be further 
processed for research purposes 
even if this research was not the 
purpose for the initial collection, but 
is “compatible” with the original 
purpose (Article 6(4)). 



HIPAA
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http://www.hhs.gov/hipaa/
http://www.hhs.gov/hipaa/for-professionals/covered-entities/
http://www.hhs.gov/hipaa/for-professionals/privacy/guidance/business-associates/index.html

HIPAA: How Effective Is It?
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+ Originally enacted in 1996, HIPAA principally consists of 
the Privacy Rule and the Security Rule. 

+ US HIPAA is NOT an overarching privacy law like 
European patients 

+ It covers protected health information (PHI) that is 
disclosed by patients to Covered Entities, which 
include healthcare providers, health plans and health 
insurance companies, and healthcare clearinghouses, 
such as billing services. 

+ Business associates – defined as any organization or 
person working in association with or providing services 
to a covered entity who handles or discloses PHI – and 
their subcontractors are now also covered. 

+ Any research firms who receive PHI from covered 
entities are considered as business associates.



HIPAA violations are not uncommon. 

171,161 health information privacy complaints were received 
in 2017, up 37% from the 3 years ago.

The violations fall under both the Privacy Rule and the 
Security Rule. 
+ The Privacy Rule establishes national standards for the 

protection of certain health information. 
+ The Security Rule establishes a national set of security 

standards for protecting certain health information that is 
held or transferred in electronic form. Types of violations 
can include IT breaches in which hackers target healthcare 
data, accidental disclosure in which PHI is disclosed to a 
person who is not authorized the access it, and not being 
processed properly. 

Reference 
Office for Civil Rights. U.S. Department of Health & Human Services. https://www.hhs.gov/hipaa/for-
professionals/compliance-enforcement/data/numbers-glance/index.html
Summary of the HIPAA Security Rule. Office for Civil Rights. U.S. Department of Health & Human 
Services. http://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/

HIPAA Violation
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Ref: HHS.gov - U.S. Department of Health & Human Services

HIPAA identifiers 
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HIPAA very clearly covers 18 identifiers; 
as long as all 18 and they have been 
removed from a dataset, it is considered 
a de-identified dataset and can be used 
for research purposes. 

Another option is to have a qualified 
statistician determine that the risk is 
very small that the information could be 
used to identify the individual.

(A) Names 
(B) All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and 
their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available 
data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same three 
initial digits contains more than 20,000 people; and (2) The initial three digits of a zip code for all such geographic 
units containing 20,000 or fewer people is changed to 000. 
(C) All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, 
discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, 
except that such ages and elements may be aggregated into a single category of age 90 or older; 

(D) Telephone numbers; 

(E) Fax numbers; 

(F) Electronic mail addresses; 

(G) Social security numbers; 

(H) Medical record numbers; 

(I) Health plan beneficiary numbers; 

(J) Account numbers; 

(K) Certificate/license numbers; 

(L) Vehicle identifiers and serial numbers, including license plate numbers; 

(M) Device identifiers and serial numbers; 

(N) Web Universal Resource Locators (URLs); 

(O) Internet Protocol (IP) address numbers; 

(P) Biometric identifiers, including finger and voice prints; 

(Q) Full face photographic images and any comparable images; and 

(R) Any other unique identifying number, characteristic, or code 



FTC
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Ref: 

https://www.ftc.gov/news-events/press-releases/2012/03/ftc-issues-final-commission-report-protecting-
consumer-privacy https://www.federalreserve.gov/boarddocs/supmanual/cch/ftca.pdf

FTC Act section 5 - prohibits “unfair or deceptive acts or practices in or affecting commerce
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HIPAA is not inclusive
Data privacy laws in the U.S. pose one large discrepancy. 
+ HIPAA does not cover health information self-reported by the patient, such 

as when a person participates in an online survey or voluntarily shares data 
online or via social media. 

FTC set forth best practices for businesses to follow to protect consumers’ 
privacy and give them better control over the collection and use of their 
personal data. 
+ Privacy by Design: Companies should build in consumers' privacy protections 

at every stage in developing their products. 
+ Simplified Choice for Businesses and Consumers: Companies should give 

consumers the option to decide what information is shared about them, and 
with whom. 

+ Greater Transparency: Companies should disclose details about their 
collection and use of consumers' information, and provide consumers access 
to the data collected about them.



Data Protection Authorities (DPAs)

UK Information 
Commissioner’s Office (ICO)

France’s La Commission nationale de 
l'informatique et des libertés (CNIL) 

Germany’s Bundesdatenschutzgesetz
(BDSG)

+ Active role in looking after patient 
privacy 

+ Public authorities that are 
responsible for monitoring the 
application of data protection laws 
within its territory. 

+ Have the power to investigate 
data breaches, intervening before 
operations are carried out, engage
in legal proceedings when national 
provisions have been violated, and 
hear claims regarding the 
protection of personal data rights.



Healthcare Researchers
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How Do These Rules Affect Healthcare Researchers?

Patient-centric research include 
• Self reported patient 

outcomes/opinions
• Healthcare information obtained 

from 3rd party, 
• healthcare providers to 

release patient information, 
either via patient records, 
aggregated data or anecdotal 
data. 

• Carers
• other patients including patient 

associations

Healthcare providers increasingly 
reluctant to release patient data, and 
confused by what they can and cannot 
release. 



Protect Patient Privacy – Possible Solution 

Collect aggregated data, non-
personal / anonymized data

Do real-world research. Real-world 
research encompasses many types of 
information, including claims data, 
clinical trial data, data from electronic 
health records, pharmacy data, and 
data collected directly from the patient. 
These data typically conform to 
privacy regulations because studies 
that collect real-world evidence are 
subject to approval and oversight from 
an Institutional Review Board (IRB) or 
an ethics committee approval

Syndicated study. Agency is 
completely responsible for collecting 
and analyzing data and ultimately sells 
aggregated report. That will reduce the 
risk of the sponsor and healthcare 
provider violating individual patient 
data and patient privacy. 



Protect Patient Privacy – Possible Solution 

Obtain patient consent, offering 
patients the ability opt-in or opt-out of 
having their information shared. –
which is being challenged by GDPR 
and US HHS

Where consent is not possible or 
involves involve ‘disproportionate 
effort’, seek legitimate interest, 
DPA/industry guideline 

Data Protection Impact Assessment 
(DPIA) & Privacy by Design (PbD)
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